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Deceptive Design Patterns

Please Turn On Notifications
Know right away when people follow
you or like and comment on your

photos.

Required: Review your data
settings
Personal data laws are changing in the
European Union, and we want to make it
easy for you to view some of your data
settings.
Please t1ake a few minutes to review these

updates and make choices about some
specific data settings.

Here's what we'll ask you to review:

How we use personal data from
advertisers, app developers and
publishers to show you relevant ads

An option for turning on face recognition

Our updated Terms, Data Policy and
Cookie Policy

We show you better ads by using data
from advertisers, app developers and
publishers

We care about protecting your privacy. We
don’t sell your data, and we've designed
our ad system so that we can show you
relevant and useful ads without telling
advertisers who you are. To show you
better ads, we use data that advertisers,
app developers and publishers provide us
about your activity off Facebook Company
Products. This data includes your use of
these partners' websites and apps, and
certain offline interactions with them, such
as purchases. You control whether we use
this data 1o show you ads. To confirm that
we can use this data to decide which ads
to show you, select Accept and Continue.
If you don't want us to use this data to
decide which ads to show you, select
Manage Data Settings

MANAGE DATA SETTINGS

You control whether we use data from
partners to show you ads

Data from advertisers, app developers and
publishers about your activity off Facebook
Company Products helps us show you
relevant and useful ads. It includes your use
of these partners’ websiles and apps, and
certain offline interactions with them, such
as purchases.

This setting applies to ads that we show you
across Facebook Company Products,
including Facebook and Instagram, as well
as on websites, apps and devices that use
our advertising services.

Ads based on data from partners:

Allowed .

| Official Website of Donald J. Trump for President
WE MADE HISTORY

Wie showed America the slent majority is no longer
silant. Wa'va made history. We made our hopes. our
dreams = our Emithess potential - a reality, We created
a govemment that iz once again of, by and for the
people.

But those sarme forces that tried 10 stop us dusing the
alaction are still out 1o destroy o movement.

We must keep fighting the media, Democrats, and the
special interests who thrive off of the swarmp,

Cantribute to keep fighting for America.

Your contribution will benefit Donald J. Trump
for Prasidant, Inc.

Make this a monthly recurring donation J

$150

GET STARTED
ACCEPT AND CONTINUE Donated belors using an account? Login

Preselection

pre-ticked checkbox, putting

items in thé user's shopping

cart, or pre-selecting items in
a series of steps

Obstruction

creates obstacles or
roadblocks in the user's path

Nagging
Interrupts the user with a
request to do something



Research
Questions

RQ1: To what extent do representative health-
related applications contain deceptive design
patterns?

RQ2: How useful and understandable is the
proposed evaluation framework for identifying and
assessing deceptive design patterns in health-
related applications?



Review of literature,
taxonomies, laws,
existing frameworks

. CEED |

25 Yes/No Questions

Questions were rephrased and

refined.
/—N Adopted a Likert scale instead of
N Pre-Evaluation binary answers to reflect
Measurability .
Understandability compIeX|ty + Rules
Importance

Framework applied to
N .) Pitot Eveluation + —= the Flo App

Inter-Rater Validation

@ |

Evaluations

2nd Evaluator The second evaluator repeated
the assessment.
Calculated Inter-Rater Reliability
(ICC = 0.83)
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9. Does the app introduce unnecessary steps or

interruptions that complicate completing a routine ”F" r 'S

task ?

IS - Sy vaSemey ok GaeTey
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(D Basic actions are interrupted by steps that serve no functional purpose. For example when loadi g data

L is needed o 582 a promotion in

order to procesd

-- If yes, place here the explanatinn and nroaf -

Clarity in Desigr
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10. Are the workflows de:
or illogical way that make:
to predict the next step or
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task abandonment?

(D The app does not follow stan

-- |f yes, place here the exg

= if yes, place here the exp ©

5. Diovizs thed app repaatedl
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11. Are buttons or actiont

or misleading way?
(D Call to action labels don't ma
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Clarity in Desigr
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12. Is the screen visually ¢
obscures the main action?
D e.g., wo many buttons, ads, |

-- |f yes, place here the exg

Language and Tone
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13. Are important docum
understand ?

@ Legal documents (e, terms
undler multiple screens.
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14. Does the app use urgency or fear-based e e e B
messages ? C C C C C
(D Language incites fear of rushes the user to act. (e.g., “Act mow or risk your health™)
«= |f yes, place here the explanation and proof -
Language and Tone
15. Are notificati( opin 2o Cookis Transparency
urgency ?
(D Push notifications ¢ 20 18 it unclear what personal data is being _'_‘r.'._:._ |-: *'I':_"* "r:" '::"
collected and for what purpase?
LR T T —
Language and Tone
— If yes, place here the esplanation and proof -
16. Do prompts ot
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m Optional actions an |I:l Thee wser is unaware IF or how their data is monetised (eg., adverisen
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19. Doany error m 24, Are options to decline consent less visible, less .
user or imply perst  accessible, or more difficult to interact with than - r ~ -
trigger guilt or anx  the "Accept” option ¥
heaalth data or acth (D &g “Reject” is @ plain teat link while “Accept” (5 a bright buttoe
@ system failures or s
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Score

Label

Not at all / Not
applicable

Slightly
Moderately
Strongly

Extremely

UX Impact

Not present

Rare, doesn’t alter flow

Noticeable, creates
hesitation

Repeated and persuasive

Pervasive, manipulative

Answer' s Score—1

Normalized Score =

Index (0-1)
0.00 - 0.25
0.26 - 0.50
0.51-0.75

0.76 - 1.00

4

Interpretation

Concerns

No ethical concern
Ethically safe
Raises ethical questions

Undermines autonomy

Emotionally/legally
dangerous

Total Score
N

Final Score =

Low — Minimal or no deceptive patterns present. Ethical design
observed.
Moderate — Some problematic elements present; design may
affect clarity or autonomy.
High = Significant presence of deceptive patterns, user
manipulation likely.
Critical — Pervasive and harmful design choices,; serious ethical
CONCErns.



= If yes, place here the explanation and proof --

Ha [

Terms and conditions are hidden under collapsible menus and hard to understand I5 it unclear that the user has control over these Jafem  mewy Moy Gregs G

wan . - . ﬁ o a n aL] dections? S N S
e L [P——— |" e application does mot make it obwvious that users can change their preferences. For example
I e Flo privacy explained on ' Language and Tone L e : e Facadbars Nic = otk eroerkors =it no
Y — " - b s Mo f k= ey L L v Carraruy : b =
4 = ' B el Uiy i re 15. Are notifications designed to create panic or J,F;.., r‘“ - : ~ o .
_— * for yourself? urgency ? 12 annual plan is visually emphasized.
(D Push notifications or in-app notifications pressure users using alarm
O o ams st i
B o o - If yes, place here the explanation and proof -- - .
[ s iy Does the app repeatedly show the same ek T MR e Rawes
1B ey g LOO ; nd Tor
4 Language and Tone C C (+ r r
O T milllion essage or prompt ?
@ . T — N 16. Do prompts or messages use language that Wkt s Moy Greey il ¥ Persistent messages that appear frequently (e.g., pus
@ s - attempts to shame, or pressure the user into = o i o
% e acting using guilt ? lultiple screens urge upgrades "Take control today!”, “Experience MBplus”, and the
- . s @ push o - . N .
— R |Bplus card is persistent in the main feed.

- If yes, place here the explanation and proof --

14. Does the app use urgency or fear-based ey U sy Gewdr sy
ax 7 i r [+ r I‘_‘ Language and Tone
D Language incites fear or rushes the user to act. (e.g., “Act now or risk your healt L R T v — 17. Do messages suggest negative outcomes if the i MM woomms gy G
. 3. Are any cholces or permissions preselected by mr:.... r'_" - ' r‘:‘ : ~ *“r'-_;“ r ~ - -
- v 548 - i default? " user does not act immediately ?
. T - L ' m L ut [e.g., m\- SEQUENCES ur L 5
MITTINT Your subscription e - e
— = changes lives & Only some of the options = If yes, place here the explanation and proof --
Claim your gift before < 08| o Language and Tone
e :::::m e . . 0, ) 18. Are suggestions or recommendations ,::r.'.'i'.'.‘.‘. ‘r:" "‘:"' “r:"' “‘r:“"' it
. Ve, | SRa— presented as mandatory actions ?
+ (I} Optional actions are framed as required
g " A - If yes, place here the explanation and proof --
€32.69 €19.99yoar EmmrT— =T FnssEs e e
Connact with your partner 19, Do any error messages in the app blame the
e L T o user or imply personal fallure In a way that could 0 =on s s G
- : Y . :,_,ﬂ trigger guilt or anxiety, particularly in relation to &= C C C C
' health data or actions ?
- m (@ system failures or skipped actions are framed as user faults
e S N——.y : = If yes, place here the explanation and proof -- Does the app display reminders at strategically fue Sy Wowm  Ssmh Do
— PP T :up:l“ moments to push the user toward an r r 3 r r
‘tion
15. Are notifications designed to create panic or ,“,“F':'L', "r';' "'"‘r:“' ""r:" "';‘* 20. Is it unclear what personal data is being St iy Moy Gy Gy ) O T S T e
urgency ? collected and for what purpose 7 & C - e e
(D Push notifications or in-app notifications pressure users using alarming phrasing (D) The app collects data without explair pgrade prompts are shown during the migraine attack tracking flow
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Use of Deceptive
Patterns
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Clarity In Design
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Language and Tone

Data and
Cookie Transparency
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Discussion &
Interpretation

e Apps relying on data monetization (Flo, Medisafe) scored highest.
e Even public apps (MyHealth) showed major transparency issues.
e B2B platforms (Doctoranytime) had fewer manipulative patterns.
e The line between persuasion and deception Is often blurred.

All representative apps contained some level of deceptive design (RQI).
The framework was effective and reliable, and usable (RQ2), but further validation is needed.






