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Training Platforms

e Simple Games
e Simple riddles for novice users
* Introduction to security fundamentals

* Light-Weight Platforms
* Self-paced
* Small-scaled projects

* Cyber Ranges
e Platforms providing hands-on training to security professionals
* Host large-scale security exercises
e Realistic and Complex simulation environments
» Share distinct rules and description upon their scenarios



Cyber Security Education

* Cyber Security training is continuous

e Constant evolvement from both ends
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 Constant involvement




Gamification and CS

* Positive impact in learning process
 Attract the interest
* Engage Users

* Provide Feedback
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Problem

* No global scoring mechanism to highlight educational
growth

* No standardized practice for user scoring and rewarding
schemes

* No association among award and learning outcome
9
| ag\ * Educational growth discrepancy amongst platforms




Proposition

Global Gamification Mechanism, sharing commonalities
amongst the majority of training platforms

»Rewarding Schemes » Hybrid
» Learning Impact » Adaptable
» Educational Objectives » Highly Applicable
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Solution — Theoretical Approach ﬁi

Game-based Systems VS Gamified Systems
»Create Virtual interactable »Employ mechanisms & tools
& explorable worlds within a system
> Perform tasks to acquire »Supportive role
knowledge »Secondary role in user
»Game has a primary role engagement

Consider best approach based on:

* Existing gamification techniques
e User’s personality
* User Engagement

* Target audience
* Learning Outcome



Solution — Implementation Approach

“*Back-end System for seamless information exchange
with external platforms

“*Database used to store user progression, gamification
schemes & exercises' information

**Customizable rewarding schemes to be adjusted for
each content in respect to its needs



Current Stage

*»Standardized Algorithm
“*Evaluate progression
“*Non-platform related

*»Comprehensive Analysis
“»(Categorize gamification mechanics
“*Examine Engagement impact

“*Gamification Techniques Alighment
“*User Group
“*Exercise Nature
“*Educational Objectives



Future Work

*Determine most effective approach (Game Vs
Gamification)

“*Development of Comprehensive System
“*Database
“*Scoring Algorithm
“*Educational Environment

**Ai co-pilot in exercise creation

“*Refine methodologies
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